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OGC REVIEW COMPLETED 22 Augaet 1955

M MOt Office of Decurity
1 Application of Crypte Secwrity lew

ie This Ufifice undertock & study of the Crypto Security
law (P.L. 513, Blat m., &.&.mim};%mmm
o tes appliostion o this Apwoy and the adietnistratiee practices and
ocedives of e Agany. This semvandun prevotits o brief amalysis of
cortain partions of the iaw, togwthor with soversl recommonictions con-
cerning prectices of CIA ani, to sume axbext, other sgencies and depert-
m It should bo recliised, bhowever, that the legsl poiasts sre not
byl argemnt. Vhet s inbonded here is to sugmest csrtaln steps
vhich the Agsooy night be well advised o take in cder o streugihen
the Oovermasst's case in the evest & Jmusecution under the Act is

2. The purpose of Section 790, whiich e imciuded in the Swplomage
chapter of 7 tle 18, is oteted in the title of P.L. 513 as fuliows:

wmmmmwam United States by
W Hrwtoms mm wmm W
activities of the Unived Dtetes.”

The wihetanoe of the Act, set out in sub-section (o) of Gectiom TR, is
tint one commits an offoase wbo vowingly el willingly:

Mmm, M, wm, or otherwise mibes

ﬁ%%ﬁﬁ%w%t&mfﬁ&mm
grvermand to tho detrtment of the United States myy
clnssified infovastion - 3
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{3) cocerning the comamicstion intelligence vities
of the United States sy forelign govermeot ;

referved to a3 /3

() obtained Wy the processes of commumication intelligence
from the commmniontions of any foreign , s Enowing the
oame to have Deen : Wy such procesaes @~
farred L0 a8 ‘ oo-"?

Then follow seversl dafinitions, including:

“The term 'classified infurwmtion’ meane inforwmtion which,
ot the time of & viciation of this section is, for reascns
of oatiovml securdity, aspecifically desipwmted Yy & United

Btutes Covermwat Agency foor limited or restricted dissemt-
mtion or digtridbution;

The terme ‘oode'’, ‘cipher’, and 'cryptogrephic mystem' in-

¢londe in thelr seenings, iz adiition to thelr umsl mesnings,

any method of gecret writing snd sy mecimnionl or clectrical

mmmmmmmdwwm
H

The tera ‘commmiontion intelligence’ meens all procedures
and methods used in the interception of commmmications and
the cbtaining of informmtion from such commmications by
other then the intended recipients;

The term 'umuthorised person' meens sny person who, or agescy
which, 1s wot auvthorized to receive information of the oate-
garien set forth in sub-section {a) of this section, lyy the
Fresident, or by the head of a deyertmet or agmcy of the
United States Govermmmst which is oxpresaly designated by
mmmwmmmmmw
activities for the United States.”

{s) m@mmmmxnznmwm
United Sates, with respect to the passing of infwewmtion to wmatboriszed
persons, then do the other ssplovage laws (Sections 793 and 795 of Title
18) in that the intemt of the accused is not significapt. Under Sections
T93 and T9% an intenticn to iajure the United States, or resscn $o be-
lieve thet the infoyumtion 15 to be used to injure the United Btates or
t0 the advantage of & foreign power, 1s required. Under Sectiocn 798 the
tiom to sa wsuthorized person.

{b) BSection 756 alse differs from Sections 793 and 794 in the defi-
nition of the inforemtion the passage of which iovolves an offense;
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the latter tso concern mwmmm and
"satoremtion relating to the mtioml defeuse , &8s coutrested with (nfor-
mm&"m,rawmammw,mww
wamumwwmmwm«mm

tion or dlebrilntion”. mwmmmwm Court
earin v, U.8. 312 U.S5. 1, 61 8. Ce. ; o in~

w)mawxmﬁm, et is, mmwmm
mu Safondont mamﬂdﬁﬁmmwmmww
fense” (61 8. Ct. K3¥). m,mmmmmmmnu
nescssary o prove commection with the mticen) defenes, a requiremsut
which could de enbarressing, if spplied to infovremtion classified "for
respons of maticnal security”, since in such cases the prosecution would
mmmzmwmhummm)mw
mticn of which had Yeen rectricted by san agecy of the Goverzsmet ~for
ressons of mationel security”.

:tummmm,nummmmm
7%!.1; oot be mecessnry to submit to the Jury, or %o prove, the
quastion of vhether the desigmtion "for reasons of seticoml security” wes
smm;wmmmmmwmwmw
wihich made i1t 414 o0 for rensons which the ageocy regavded as “reasons of
mmmvzwmummam The inferamtion which

muwm«wm mmumwu«u
indictuemt mmy wwmmummmcmm*am
{mm*»)mummm The phrease ly which Bectiom 798
refers to the informmtion which is signifiount thereunder covers inforsm-
tion with regpect to which & perticular ection des been taken, i.e., infor-
mution which o gowormmeut agengy bes specifionlily desigoated a certailn way
for & cortain rescon. The ouly question requiring as opinion bW the Jury
ummmmmmummm nv

ﬁMWMWd%Mh%W%W“m

syriems Ty cutablishing offenges and ponishments for the viclation thereof,
an imterpretstion which would dofent such itmtent shoulld be svoldod.

In any eveut, if the sbove ammlysis is inoccerect, thet ig, if the jury
mumwmmmwmwm
tion "for reasosn of mationel security” thave appears %o be nothing to be
dooe sbovt 1t exept to dacide, vhenover a case is resdy to go to trial,
mmmmwmmmmmwm
introfuced as evidence. But in order to take advantage of the stetute in
the event the above amlysis is correct, 1t is belleved wa would be well
advised to denigmie doocwsendtis in the langmge of the statute. For this prr-
pose, o gtamp reading as follows, conld be used:

“¥For remsons of matioval pecurity, this document is specificelly
mwwmmmmmwmmm«
restricted disssemimmtion or distribution.”
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Aliermatively, the same vegult perbepe could be achisved by a regu-
Jation which all MDY (or CFYPIO) dleared pecple would resd; ihey would
mwwmmm. The regulaticm, in addiiicm o making referouce
to Bection 790, would provide that all COMINT {m CPYPI0) docusemts will
boor & nemod code word, or ome of & series of code vords that the dissemi-
miion or distribwticn of any Jocvenmt bearing say of the code words is
limited and restricted by the Cemtysl Imtelligemce Agoncy for ressoms of
miioonl securiiy.

mmwwmm "eode”, “cipber” “erypragraphic
aysiame” {mwem)m wmammm
and arxy mwchenical or electrical device or meihod used for the purpose of
memmm,mﬁmuwmd
commmicetions”. This wvould appesr brosd snough to include wot only our

25X1

might be well to uwtilizse & regulation along the lines of ithat meniiowed in
puragrogh 3(b) shove.

&WMMmﬁthwme&mw " assthorized
porson’, samely & peresm O agency ot suthorized Yy tiw President or by
mmxawmwmmmwmmmmwm
intelligenoe activities to recsive CRYFIC or COMIET inforemiion. 3y directive,
a mmber of agonciss ave boeu desigmted os the only agencies mmthorized to
cogege in COMIN wotivities. Other agesciss of the Covermmnt, however (for
ammpie, those represented on the USCHE), utilize telecommmications. 7o
the extent, if any, that the activities of amy of thess agencise require the
rceipt of infozwetion imwrolvipg CRYFIC or CUKIN or CRYPTO or CUMINT Gevices
it would agpesr necessary for the Fresidemt, or the hewd of one of the
agunciss which 1 sothorised to engage In COMINT wetivities, to euthorize
that agency ead its omplayoss to receive such inforamtios.

25X1A9%A
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